
CALIFORNIA STUDENT DATA PRIVACY 

AGREEMENT Version 2.0 (September 26, 2018)

School District/ oc l c tio  c

D

ro i r

D t  



 

his li or i  St t D t  ri c  r t “D ”  is t r  i to   t  th   

h r i t r r rr  to s “ ”    
h r i t r r rr  to s “ ro i r”  o     h  rti s r  to 

th  t r s s st t  h r i  

RECITALS 

WHEREAS, th  ro i r h s r  to ro i  th  oc l c tio  c  “ ”  ith c rt i  
i it l c tio l s r ic s “S r ic s”  rs t to  co tr ct t        
“S r ic  r t”   

WHEREAS, i  or r to ro i  th  S r ic s scri  i  th  S r ic  r t  th  ro i r 
 r c i  or cr t ,  th    ro i  oc ts or t  th t r  co r   

s r l r l st t t s  o  th  th  il  c tio l i hts  ri c  ct 
“ ”  t  S     rt  hil r ’s li  ri c  rot ctio  
ct “ ”   S   rot ctio  o  il i hts t “ ”   S  

h   

WHEREAS, th  oc ts  t  tr s rr  ro  s  cr t   th  ro i r’s S r ic s r  
lso s ct to li or i  st t  st t ri c  l s  i cl i    o  t li or i  

c tio  o  S ctio    th  St t li  rso l or tio  rot ctio  ct 
“S ”  o  t li or i  si ss  ro ssio s o  s ctio    

WHEREAS  or th  r os s o  this D  ro i r is  school o ici l ith l iti t  c tio l 
i t r sts i  cc ssi  c tio l r cor s rs t to th  S r ic  r t    

WHEREAS  th  rti s ish to t r i to this D  to s r  th t th  S r ic  r t co or s 
to th  r ir ts o  th  ri c  l s r rr  to o   to st lish i l ti  roc r s 

 ti s   

WHEREAS  th  ro i r   si i  th  “ r l r o  ri c  r s” hi it “ ”  r  to 
llo  oth r s i  li or i  th  o ort it  to cc t  o  th  its o  this D  or 

th  S r ic s scri  h r i  itho t th   to oti t  t r s i   s r t  D  

NOW THEREFORE, or oo   l l  co si r tio  th  rti s r  s ollo s  

1. Purpose of DPA  h  r os  o  this D  is to scri  th  ti s  r s o si iliti s to
pr te t st e t t  tr sm tte  t  Pr er r m E  p rs t t  t e Ser e reeme t, 
i cl i  co li c  ith ll lic l  st t t s  i cl i  th     
S     oth r lic l  li or i  St t  l s  ll s    ro  ti  
to ti   r or i  th s  s r ic s  th  ro i r sh ll  co si r   School ici l ith 
 l iti t  c tio l i t r st   r or i  s r ic s oth r is  ro i   th   
ith r s ct to th  s   i t c  o  St t D t  ro i r sh ll  r th  ir ct 

co trol  s r isio  o  th  

ARTICLE I: PURPOSE AND SCOPE 



 

2. Nature of Services Provided  h  ro i r h s r  to ro i  th  ollo i  i it l
c tio l ro cts  s r ic s scri  lo   s   rth r o tli  i  hi it 

h r to

3. Student Data to Be Provided  h  rti s sh ll i ic t  th  c t ori s o  st t t  to 
ro i  i  th  Sch l  o  D t  tt ch  h r to s hi it 

4. DPA Definitions  h  i itio  o  t r s s  i  this D  is o  i  hi it   th  t
o   co lict  i itio s s  i  this D  sh ll r il o r t r  s  i  th  S r ic  r t

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS 

1. Student Data Property of LEA  ll St t D t  tr s itt  to th  ro i r rs t to th
S r ic  r t is  ill co ti  to  th  ro rt  o   r th  co trol o  th  

h  ro i r rth r c o l s  r s th t ll co i s o  s ch St t D t  tr s itt  to
th  ro i r  i cl i   o i ic tio s or itio s or  ortio  th r o  ro   so rc
r  s ct to th  ro isio s o  this r t i  th  s  r s th  ori i l St t D t
h  rti s r  th t s t  th ,   ll ri hts  i cl i  ll i t ll ct l ro rt  ri hts i  

to St t D t  co t l t  r th  S r ic  r t sh ll r i  th  cl si  ro rt  o
th    or th  r os s o   th  ro i r sh ll  co si r   School ici l  r
th  co trol  ir ctio  o  th  s s it rt i s to th  s  o  St t D t  ot ithst i
th  o  ro i r  tr s r il r t  co t t to  s r t  cco t  ccor i  to th
roc r s s t orth lo

2. Parent Access   sh ll st lish r so l  roc r s  hich  r t  l l r i  or
li i l  st t  r i  St t D t  i  th  il s r cor s  corr ct rro o s i or tio

 roc r s or th  tr s r o  il r t d  co t t to  rso l cco t  co sist t ith
th  ctio lit  o  s r ic s  ro i r sh ll r s o  i   ti l  r  o l t r th  

s ro  th  t  o  th  r st  to th  s r st or St t D t  i   il s r cor s h l
 th  ro i r to i  or corr ct s c ss r   th  t th t  r t o   il or oth r

i i i l co t cts th  ro i r to r i   o  th  St t D t  cc ss  rs t to th
S r ic s  th  ro i r sh ll r r th  r t or i i i l to th   ho ill ollo  th

c ss r   ro r roc r s r r i  th  r st  i or tio

3. Separate Account   il r t  co t t is stor  or i t i   th  ro i r s rt o
th  S r ic s scri  i  hi it  ro i r sh ll  t th  r st o  th   tr s r s i

il r t  co t t to  s r t  st t cco t o  t r i tio  o  th  S r ic
r t  ro i  ho r  s ch tr s r sh ll o l  l  to il r t  co t t th t is

s r l  ro  th  S r ic

4. Third Party Request  Sho l   hir  rt  i cl i  l  orc t  o r t
titi s  co t ct ro i r ith  r st or t  h l   th  ro i r rs t to th  S r ic s

th  ro i r sh ll r ir ct th  hir  rt  to r st th  t  ir ctl  ro  th   ro i r
sh ll oti  th   i  c  o   co ll  isclos r  to  hir  rt



 

5. Subprocessors  ro i r sh ll t r i to ritt  r ts ith ll S roc ssors r or i
ctio s rs t to th  S r ic  r t  h r  th  S roc ssors r  to rot ct

St t D t  i  r co sist t ith th  t r s o  this D

ARTICLE III: DUTIES OF LEA 

1. Privacy Compliance   sh ll ro i  t  or th  r os s o  th  S r ic  r t
i  co li c  ith    S     ll oth r li or i
ri c  st t t s

2. Annual Notification of Rights   th   h s  olic  o  isclosi  c tio  r cor s r
        sh ll i cl   s ci ic tio  o  crit ri  or t r i i

ho co stit t s  school o ici l  h t co stit t s  l iti t  c tio l i t r st i  its
l oti ic tio  o  ri hts

3. Reasonable Precautions   sh ll t  r so l  r c tio s to s c r  s r s
ss or s    oth r s o  i i  cc ss to th  s r ic s  host  t

4. Unauthorized Access Notification   sh ll oti  ro i r ro tl  o   o  or
s s ct  thori  cc ss   ill ssist ro i r i   orts  ro i r to i sti t

 r s o  to  thori  cc ss

ARTICLE IV: DUTIES OF PROVIDER 

1. Privacy Compliance  h  ro i r sh ll co l  ith ll lic l  st t   r l l s 
r l tio s rt i i  to t  ri c   s c rit  i cl i     S

   ll oth r li or i  ri c  st t t s

2. Authorized Use  h  t  sh r  rs t to th  S r ic  r t  i cl i  rsist t i
i ti i rs  sh ll  s  or o r os  oth r th  th  S r ic s st t  i  th  S r ic  r t

/or oth r is  thori  r th  st t t s r rr  to i  s s ctio   o  ro i r lso
c o l s  r s th t it sh ll ot   r isclos r  o   St t D t  or 
ortio  th r o  i cl i  itho t li it tio  t  t  s r co t t or oth r o lic

i or tio  /or rso ll  i ti i l  i or tio  co t i  i  th  St t D t  itho t th
r ss ritt  co s t o  th  

3. Employee Obligation  ro i r sh ll r ir  ll lo s  ts ho h  cc ss to
St t D t  to co l  ith ll lic l  ro isio s o  this D  ith r s ct to th  t  sh r

r th  S r ic  r t

4. No Disclosure  D i ti i  i or tio    s   th  ro i r or th  r os s o
lo t  r s rch   i ro t o  c tio l sit s  s r ic s  or lic tio s  s 

oth r r o  th  lic or rt  o l   l  to s  i ti i  t  rs t to  
 ro i r r s ot to tt t to r i ti  i ti i  St t D t   ot to

tr s r i ti i  St t D t  to  rt  l ss  th t rt  r s i  riti  ot to



 

tt t r i ti ic tio    rior ritt  otic  h s  i  to  ho h s ro i  
rior ritt  co s t or s ch tr s r  ro i r sh ll ot co  r ro c  or tr s it  t  

o t i  r th  S r ic  r t /or  ortio  th r o  c t s c ss r  to l ill 
th  S r ic  r t   

5. Disposition of Data  o  ritt  r st  i  ccor c  ith th  lic l  t r s i
s s ctio   or  lo  ro i r sh ll is os  or l t  ll St t D t  o t i  r th
S r ic  r t h  it is o lo r  or th  r os  or hich it s o t i
Dis ositio  sh ll i cl   th  shr i  o   h r  co i s o   St t D t   r si
or  th r is  o i i  th  rso l i or tio  i  thos  r cor s to  it r l  or
i ci h r l   h  or i it l s  othi  i  th  S r ic  r t thori s

ro i r to i t i  St t D t  o t i  r th  S r ic  r t o  th  ti  rio
r so l   to co l t  th  is ositio  ro i r sh ll ro i  ritt  oti ic tio  to

 h  th  St t D t  h s  is os  h  t  to is os  o  St t D t  sh ll ot
t  to t  th t h s  i ti i  or l c  i   s r t  St t cco t  rs t to th

oth r t r s o  th  D  h    lo   st or t r  or D l tio  o  St t
D t  or   co  o  hich is tt ch  h r to s hi it D  o  r c i t o   r st ro
th   th  ro i r ill i i t l  ro i  th   ith  s ci i  ortio  o  th
St t D t  ithi  t   c l r s o  r c i t o  s i  r st

a. Partial Disposal During Term of Service Agreement. hro ho t th  r  o  th
S r ic  r t    r st rti l is os l o  St t D t  o t i  r
th  S r ic  r t th t is o lo r  rti l is os l o  t  sh ll 
s ct to s r st to tr s r t  to  s r t  cco t  rs t to rticl  
s ctio   o

b. Complete Disposal Upon Termination of Service Agreement. o  r i tio  o
th  S r ic  r t ro i r sh ll is os  or l t  ll St t D t  o t i

r th  S r ic  r t  rior to is ositio  o  th  t  ro i r sh ll oti
 i  riti  o  its o tio  to tr s r t  to  s r t  cco t  rs t to rticl

 s ctio   o   o t sh ll ro i r is os  o  t  rs t to this
ro isio  l ss  til ro i r h s r c i  ir ti  ritt  co ir tio
ro   th t t  ill ot  tr s rr  to  s r t  cco t

6. Advertising Prohibition  ro i r is rohi it  ro  si  or s lli  St t D t  to  r t
or rtis  to st ts or ili s/ r i s   i or  i l c  or l  r ti

rtisi  or oth r co rci l orts   ro i r  c  lo   ro il  o   st t  il
r/ r i  or ro  or  co rci l r os  oth r th  ro i i  th  S r ic  to

 or  s  th  St t D t  or th  lo t o  co rci l ro cts or s r ic s  oth r
th  s c ss r  to ro i  th  S r ic  to  his s ctio  o s ot rohi it ro i r ro
si  St t D t  or ti  l r i  or c sto i  st t l r i  r os s

ARTICLE V: DATA PROVISIONS 

1. Data Security  h  ro i r r s to i    i t i  t  t  s c rit  s r s
co sist t ith i str  st r s  t ch olo  st r ctic s  to rot ct St t D t  ro

thori  isclos r  or c isitio    thori  rso  h  r l s c rit  ti s o



 

ro i r r  s t orth lo  ro i r  rth r t il its s c rit  ro r s  s r s i  
hi it  h r to  h s  s r s sh ll i cl  t r  ot li it  to  

Passwords and Employee Access  ro i r sh ll s c r  s r s  ss or s  
 oth r s o  i i  cc ss to th  S r ic s or to St t D t  t  l l

s st   th  lic l  st r s  s s t orth i  rticl   o  S  
ro i r sh ll o l  ro i  cc ss to St t D t  to lo s or co tr ctors th t
r  r or i  th  S r ic s  lo s ith cc ss to St t D t  sh ll h

si  co i ti lit  r ts r r i  s i  St t D t  ll lo s ith
cc ss to St t cor s sh ll  s ct to cri i l c ro  ch c s i

co li c  ith st t   loc l or i c s

Destruction of Data  ro i r sh ll stro  or l t  ll St t D t  o t i
r th  S r ic  r t h  it is o lo r  or th  r os  or hich

it s o t i , or tr s r s i  t  to  or s si  ccor i  to th
roc r  i ti i  i  rticl   s ctio   o  othi  i  th  S r ic

r t thori s ro i r to i t i  St t D t  o  th  ti  rio
r so l   to co l t  th  is ositio

Security Protocols  oth rti s r  to i t i  s c rit  rotocols th t t
i str  st r s i  th  tr s r or tr s issio  o   t  i cl i  s ri  th t

t   o l   i  or cc ss   rti s l ll  llo  to o so  ro i r
sh ll i t i  ll t  o t i  or r t  rs t to th  S r ic  r t i  
s c r  i it l iro t  ot co  r ro c  or tr s it t  o t i

rs t to th  S r ic  r t  c t s c ss r  to l ill th  r os  o  t
r sts  

Employee Training  h  ro i r sh ll ro i  rio ic s c rit  tr i i  to thos
o  its lo s ho o r t  or h  cc ss to th  s st  rth r  ro i r sh ll
ro i   ith co t ct i or tio  o   lo  ho   co t ct i

th r  r   s c rit  co c r s or stio s

Security Technology  h  th  s r ic  is cc ss  si   s ort   ro s r
ro i r sh ll lo  i str  st r  s r s to rot ct t  ro  thori
cc ss  h  s r ic  s c rit  s r s sh ll i cl  s r r th tic tio   t
cr tio  ro i r sh ll host t  rs t to th  S r ic  r t i  
iro t si   ir ll th t is t  ccor i  to i str  st r s

Security Coordinator   i r t ro  th  si t  r r s t ti  i ti i  i
rticl   s ctio   ro i r sh ll ro i  th    co t ct i or tio  o
ro i r s S c rit  oor i tor or th  St t D t  r c i  rs t to th

S r ic  r t

Subprocessors Bound  ro i r sh ll t r i to ritt  r ts h r
S roc ssors r  to s c r   rot ct St t D t  i   r co sist t ith
th  t r s o  this rticl   ro i r sh ll rio ic ll  co ct or r i  co li c



 

o itori   ss ss ts o  S roc ssors to t r i  th ir co li c  ith 
this rticl   

h. Periodic Risk Assessment  ro i r rth r c o l s  r s to co ct
i it l  h sic l rio ic o l ss th  s i l  ris  ss ss ts 

r i t   i ti i  s c rit   ri c  l r iliti s i   ti l  r

Data Breach   th  t th t St t D t  is cc ss  or o t i    thori
i i i l  ro i r sh ll ro i  oti ic tio  to  ithi   r so l  o t o  ti  o  th
i ci t   ot c i  ort i ht  ho rs  ro i r sh ll ollo  th  ollo i  roc ss

h  s c rit  r ch oti ic tio  sh ll  ritt  i  l i  l  sh ll  titl
otic  o  D t  r ch   sh ll r s t th  i or tio  scri  h r i  r

th  ollo i  h i s  h t  h t or tio  s ol
h t  r  Doi  h t o   Do   or or  or tio
itio l i or tio    ro i  s  s l t to th  otic

h  s c rit  r ch oti ic tio  scri  o  i  s ctio   sh ll i cl  t 
i i  th  ollo i  i or tio

h    co t ct i or tio  o  th  r orti   s ct to this s ctio
 list o  th  t s o  rso l i or tio  th t r  or r  r so l  li  to

h   th  s ct o   r ch
 th  i or tio  is ossi l  to t r i  t th  ti  th  otic  is ro i  th
ith r  th  t  o  th  r ch   th  sti t  t  o  th  r ch  or  th
t  r  ithi  hich th  r ch occ rr  h  oti ic tio  sh ll lso i cl

th  t  o  th  otic
h th r th  oti ic tio  s l  s  r s lt o   l  orc t

i sti tio  i  th t i or tio  is ossi l  to t r i  t th  ti  th  otic  is
ro i
 r l scri tio  o  th  r ch i ci t  i  th t i or tio  is ossi l  to
t r i  t th  ti  th  otic  is ro i

t s iscr tio  th  s c rit  r ch oti ic tio   lso i cl   o  th
ollo i

or tio  o t h t th  c  h s o  to rot ct i i i ls hos
i or tio  h s  r ch

ic  o  st s th t th  rso  hos  i or tio  h s  r ch   t  to
rot ct hi s l  or h rs l

ro i r r s to h r  to ll r ir ts i  lic l  St t   i  r l l
ith r s ct to  t  r ch r l t  to th  St t D t  i cl i  h  ro ri t

or r ir  th  r ir  r s o si iliti s  roc r s or oti ic tio  
iti tio  o   s ch t  r ch



 

e. ro i r rth r c o l s  r s to h   ritt  i ci t r s o s  l
th t r l cts st r ctic s  is co sist t ith i str  st r s  r l 
st t  l  or r s o i  to  t  r ch  r ch o  s c rit  ri c  i ci t or

thori  c isitio  or s  o  St t D t  or  ortio  th r o  i cl i
rso ll  i ti i l  i or tio   r s to ro i   o  r st  ith 

co  o  s i  ritt  i ci t r s o s  l

f. ro i r is rohi it  ro  ir ctl  co t cti  r t  l l r i  or li i l
il l ss r ssl  r st      r sts ro i r s ssist c

ro i i  otic  o  thori  cc ss   s ch ssist c  is ot l
r so  to ro i r  ro i r sh ll oti  th  ct  r t  l l r i  or

li i l  il o  th  thori  cc ss  hich sh ll i cl  th  i or tio  list
i  s s ctio s   c  o   r st    ro i r sh ll r i rs

 or costs i c rr  to oti  r ts/ ili s o   r ch ot ori i ti  ro
s s  o  th  S r ic

g.  th  t o   r ch ori i ti  ro  s s  o  th  S r ic  ro i r sh ll
coo r t  ith  to th  t t c ss r  to itio sl  s c r  St t D t

ARTICLE VI- GENERAL OFFER OF PRIVACY TERMS 

ro i r   si i  th  tt ch  or  o  r l r o  ri c  r s r l r  tt ch  
h r to s hi it   o   th  t r s o  this D  to  oth r  ho si s th  cc t c  
o  i  s i  hi it  h  or  is li it   th  t r s  co itio s scri  th r i   

ARTICLE VII: MISCELLANEOUS 

1. Term  h  ro i r sh ll  o   this D  or th  r tio  o  th  S r ic  r t or so
lo  s th  ro i r i t i s  St t D t  

2. Termination   th  t th t ith r rt  s s to t r i t  this D  th   o so 
t l ritt  co s t so lo  s th  S r ic  r t h s l s  or h s  t r i t  

sh ll h  th  ri ht to t r i t  th  D   S r ic  r t i  th  t o   t ri l
r ch o  th  t r s o  this D

3. Effect of Termination Survival   th  S r ic  r t is t r i t  th  ro i r sh ll
stro  ll o  s t  rs t to rticl   s ctio    rticl   s ctio   o

4. Priority of Agreements  his D  sh ll o r  th  tr t t o  st t t  i  or r to co l
ith ri c  rot ctio s  i cl i  thos  o  i    ll lic l  ri c  st t t s

i ti i  i  this D   th  t th r  is co lict t  th  D   th  S r ic
r t  th  D  sh ll l   t  r c c  c t s scri  i  this r r h

h r i  ll oth r ro isio s o  th  S r ic  r t sh ll r i  i  ct

5. Notice  ll otic s or oth r co ic tio  r ir  or r itt  to  i  h r r st 
i  riti   i   rso l li r  or il tr s issio  i  co t ct i or tio  is



 

ro i  or th  s ci ic o  o  li r  or irst cl ss il  ost  r i  s t to th  
si t  r r s t ti s or  

a. Designated Representatives

 h  si t  r r s t ti  or th   or this r t is  

  
itl   

o t ct or tio  
 
 
 

h  si t  r r s t ti  or th  ro i r or this r t is  

  
itl   

o t ct or tio  
 
 
 

b. Notification of Acceptance of General Offer of Terms  o  c tio  o  hi it 
r l r o  r s  S scri i   sh ll ro i  otic  o  s ch cc t c  i  riti

 i   rso l li r  or il tr s issio  i  co t ct i or tio  is ro i  or
th  s ci ic o  o  li r  or irst cl ss il  ost  r i  to th  si t
r r s t ti  lo

h  si t  r r s t ti  or th  otic  o  cc t c  o  th  r l r o  ri c  r s is  

  
itl   

o t ct or tio  
 
 
 

6. Entire Agreement  his D  co stit t s th  tir  r t o  th  rti s r l ti  to th
s ct tt r h r o   s rs s ll rior co ic tio s  r r s t tio s  or r ts
or l or ritt   th  rti s r l ti  th r to  his D      th  o s r c  o

 ro isio  o  this D    i  ith r r ll  or i   rtic l r i st c  



 

ith r r tro cti l  or ros cti l  o l  ith th  si  ritt  co s t o  oth rti s  ith r 
il r  or l  o  th  rt o   rt  i  rcisi   ri ht  o r  or ri il  h r r 

sh ll o r t  s  i r o  s ch ri ht  or sh ll  si l  or rti l rcis  o   s ch ri ht  
o r  or ri il  r cl   rth r rcis  th r o  or th  rcis  o   oth r ri ht  
o r  or ri il  

Severability   ro isio  o  this D  th t is rohi it  or orc l  i   ris ictio
sh ll  s to s ch ris ictio   i cti  to th  t t o  s ch rohi itio  or orc ilit

itho t i li ti  th  r i i  ro isio s o  this D    s ch rohi itio  or
orc ilit  i   ris ictio  sh ll ot i li t  or r r orc l  s ch ro isio  i

 oth r ris ictio  ot ithst i  th  or oi  i  s ch ro isio  co l   or  rro l
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